1. Requirements

This document will help you to develop the wiegand controller step by step.
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2. Step1. start 1001CloudServer

run the program

linux

chmod +x Tinux-installvw3000.sh
./1inux-instal1vw3000.sh
http://localhost:61085

windows
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1111InstalTvw3000_windows.bat
http://localhost:61085

If you want to run only 1001CloudServer on linux, try

chmod +x Tinux-installonTywgl001.sh
./Tinux-installonTywgl001.sh

3. Step2. Realtime-monitoring

The demo as websocket client connects to the websocket server (port: 61081) on the
1001CloudServer.

private static final String SERVER = "ws://localhost:61081"; //1001 websocket
service 1ip/port

run
WEBAPI_JavaDemoJDK1.8_2024English\src\websocketTestOnLocalHost_RealtimeMonitoring.java

in the java ide (eg.: Intellij IDEA 2022.3.2(Community Edition) )

igate Code Refactor Build Run To

WEBAPI JavaDemoJDK1.8 2023En = src websocketTestOnLocalHost_RealtimeMonitoring tTestOnLocalH RealtimeMonitoring ¥

Project v a — websocketTestOnLocalHost_RealtimeMonitorin
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3.1. WS Server push Information to the Client

3.1.1. 1. Timed push information (default 30 second cycle)
door status

[{

"SN" : 226000340,

"1#Door" : "Closed",
"2#Door" : "Open",
"RefreshTime" : "2023-05-22

11:57:56"
H
Arrays
SN Number 22600340 Controller SN(9 digits)
) range: "Open","Closed"
1#Door String "Closed"
No.1 door status: Closed
2#Door String "Open" No.2 door status: Open
) . Information Refresh Time of

RefreshTime String "2023-05-22 11:57:56"

the PC

3.1.2. 2. Actively pushed record information (RecordType==1)

After swiping ic cards, you can get record information.

Mon May 22 12:28:28 CST 2023 Timed push information (default 30 second cycle) door status
Mon May 22 12:28:20 CST 2023 [ {
"SN" : 226000340,
"1#Door" : "Closed",
"2#Door" : "Open",
"RefreshTime" : "2023-05-22 12:28:10"
F
Mon May 22 12:28:22 CST 2023 [ {
"SN" : 226000340,
"Index" : 3,
"RecordType" : 1,
"Description" : "Denied Access: No PRIVILEGE",
"CardNO0" : 10922087,
"DoorNO" : 1,
"InQut" : "In",
"Valid" : "DeniedAccess",
"Time" : "2023-05-22 12:28:30"
1

HHH
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[{
"SN" : 226000340,

"Index" : 3,
"RecordType": 1,
"Description” : "Denied
Access: No PRIVILEGE",
"CardNO" : 10922087,
"DoorNO" : 1,

"InExit" : "In",

"Valid" : "DeniedAccess",
"Time" : "2023-05-22

12:28:30"
+1
Arrays
SN Number 22600340 Controller SN(9 digits)
Index Number 3 record index
range: 1,2,3
=1 swipe record
RecordType Number 1 =2 Events(remote open, push

button, Door Status, Reboot)
=3 Warns(Fire etc.)

_ . "Denied Access: No
Description String

PRIVILEGE"
CardNO Number 10922087
DoorNO Number 1 range: 1,2,3,4
INExit String "In" range: "In","Exit"
Valid String "DeniedAccess" range: "Pass","DeniedAccess"
Time String "2023-05-22 12:28:30" time format. yyyy-MM-dd

HH:mm:ss

3.1.3. 3 Dealing record information

3.1.3.1. source code for dealing

the function dealDataFrom1001Server is followed.

You can analyse "long vcard = recinfo.get("CardNO").asLong();" and decide whether to open door.

static void dealbataFroml00lServer(WebSocket ws) //
{
String msg;
try {
synchronized (queue) {
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msg = queue.pol1Q);

}

ObjectMapper infojsn

= new ObjectMapper();

JsonNode node = infojsn.readTree(msg);

if (!'node.findPath("RefreshTime").isMissingNode()) { //
//Door synchronization information: Door status
wgwebapi.logInfo("Timed push information (default 30 second

cycle) door status");

wgwebapi.logInfoInlson(msg) ;

}

else {

wgwebapi.logInfoInison(msg); //

for (int 1

focus on swipe records

0; i < node.size(); i++) {
JsonNode recinfo = node.get(i);
if (!recinfo.findPath("RecordType").isMissingNode()) {
if (recinfo.get("RecordType").asint() == 1) { //only

//new record information

(recinfo.get("valid").asText().equals("DeniedAccess")) //no pass

with virtual cardNO

int controllerSN = recinfo.get("sN").asInt();
Tong vcard = recinfo.get("CardN0").asLong(Q);
int doorNo = recinfo.get("DoorN0").asint();
String InExit = recinfo.get("InExit").asText();

ObjectMapper mapper = new ObjectMapper();
ObjectNode webcmd = mapper.createObjectNode();
webcmd. put("jsonrpc"”, "2.0");

webcmd. put("method", "RemoteOpenDoor");
ArrayNode params = webcmd.putArray('params");
ObjectNode param = mapper.createObjectNode();
param.put("ControllersN", controllersN);
param.put("DoorN0", doorNo);
param.put("InExit", InExit.equals("In") ? 1 : 2);
param.put("virtualcCardNo", vcard);
params.add(param) ;

webcmd. put("id", 1001);

ws.send(webcmd. toString()); //remote open door

wgwebapi.logInfo(String.format("\n" +
"Issue remote door opening command for

invalid card - SN=%d, swipe card number=%d", controllerSN, vcard));

} else if (recinfo.get("RecordType").asInt() == 2) { //

(recinfo.get("Description").asText().indexof("RemoteOpenbDoor™) > 0) {

int controllersSN = recinfo.get("sN").asInt();
Tong vcard = recinfo.get("CardN0").asLong();
int doorNo = recinfo.get("DoorN0").asint();
wgwebapi.TlogInfo(String.format("Remote door

opening successful - card number=%d, SN=%d, door number=%d", vcard,controllersN,

doorNo0)) ;



}

else if
(!recinfo.findPath("RawHexadecimalbData") .isMissingNode()) //Transparent data
transmission

//QR Code

String grinfoHex =
recinfo.get("RawHexadecimalData").asText();

String grinfo =
recinfo.get("TransformedToString").asText();

after analyzing the QR code
int controllersN = recinfo.get("sN").asint();
int doorNOo = recinfo.get("DoorN0").asint();
Tong vcard = 90010020011;
String InExit = recinfo.get("InExit").asText();

ObjectMapper mapper = new ObjectMapper();

ObjectNode webcmd = mapper.createObjectNode();

webcmd . put("jsonrpc", "2.0");

webcmd. put("method", "RemoteOpenDoor");

ArrayNode params = webcmd.putArray("params");

ObjectNode param = mapper.createObjectNode();

param.put("ControlTlersN", controllersN);

param.put("DoorN0", doorNO);

param.put("InExit", InExit.equals("In") ? 1 : 2);

param.put("virtualCardNo", vcard);

params.add(param) ;

webcmd . put("id", 1001);

ws.send(webcmd. tostring(); //

wgwebapi.logInfo(String.format("Issue remote door opening
command for QR code - QR code information=%s, VirtualCardNo=%d, SN=%d,
doorNo=%d" ,qrinfo, vcard, controllersN, doorNo));

}

}

//1ogInfo((new ObjectMapper()).readTree(info).toPrettystring());
} catch (JsonProcessingException e) {

//throw new RuntimeException(e);

3.1.3.2. remote open door
In the demo, if the property of "Valid" is "DeniedAccess", the door will be remote opened.

"Issue remote door opening command for invalid card - SN=226000340, swipe card
number=10922087"

The RecordType of the new record is 2 (events). It indicates that the operation is completed
successfully.
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Mon May 22 15:49:24 CST 2023 Post:
{
"jsonrpc" : "2.0",
"method" : "RemoteOpenDoor",
"params" : [ {
"ControllerSN" : 226000340,
"DoorNO" : 1,
"Inout" : 1,
"VirtualCardNO" : 10922087
I,
"id" : 1001
1

}

Mon May 22 15:49:24 CST 2023
Issue remote door opening command for invalid card - SN=226000340, swipe card number=10922087
Mon May 22 15:49:24 CST 2023 [ {

"SN" : 226000340,

"Index" : 8,

"RecordType" : 2,

"Description” : "Remote Open Door",
"CardNO" : 10922087,

"DoorNO" : 1,

"InQut" : "In",

"Valid" : "Pass",

"Time" : "2023-05-22 15:49:31"

]

3.1.3.2.1. post (no reply)

{

"jsonrpc": "2.0",
"method" :
"RemoteOpenDoor”,
"params” : [{
"ControllerSN" :
226000340,
"DoorNO" : 1,
"InExit" : 1,
"VirtualCardNO" :

10922087
.
"id" : 1001
}
jsonrpc String "2.0" const
method String RemoteOpenDoor
params Object
ControllerSN Number 22600340 Controller SN(9 digits)
DoorNO Number 1 range: 1,2,3,4
range:1,2
InExit Number 1 =1"In",
=2 "Exit"

VirtualCardNO Number 10922087
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Can be used as a serial
id Number 1001 number [synchronous on
return]

3.1.3.2.2. new record(RecordType==2)

if pushed record information (RecordType==2), it indicated that the operation is completed
successfully.

[{

"SN" : 226000340,
"Index" : 8,
"RecordType": 2,
"Description” :

"Remote Open Door",
"CardNO" : 10922087,
"DoorNO" : 1,
"InExit" : "In",

"Valid" : "Pass",
"Time" : "2023-05-22

15:49:31"
}
Arrays
SN Number 22600340 Controller SN(9 digits)
Index Number 8 record index
range: 1,2,3
=1 swipe record
RecordType Number 2 =2 Events(remote open, push
button, Door Status, Reboot)
=3 Warns(Fire etc.)
Description String "Remote Open Door"
CardNO Number 10922087
DoorNO Number 1 range: 1,2,3,4
InExit String "In" range: "In","Exit"
Valid String "Pass" range: "Pass","DeniedAccess"
Time String "2023-05-22 15:49:31" time format: yyyy-MM-dd HH:mm:ss

4. Step3. HTTP -change testControllerSN

change testControllerSN to the controller SN (eg.: 226000340) in
WEBAPI_JavaDemo]DK1.8_2024English\src\WgWebapi.java
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public class wgwebapi {
//Tocalhost
public static String testurl = "http://localhost:61080/";
public static 1int testControllerSN = 226000340;

5. Step4. HTTP RemoteOpenDoor

run WEBAPI_JavaDemoJDK1.8_2024English\src\http_1aRemoteOpenDoor.java.

Success as followed.

Debug: websocketTestOnLocalHost_RealtimeMonitoring http_1aRemoteOpenDoor

Debugger Console
£ o1
Connected to the target VM, address: '127.0.0.1:23987', transport: 'socket'
Mon May 22 15:34:03 CST 2023 RemoteOpenDoor
Mon May 22 15:34:03 CST 2023 Send Command:

{

&«

"jsonrpc" : ”2.0“J

[ [ [ P ||

"method" : "RemoteOpenDoor",
"params" : [ {
"ControllerSN" : 226000340,
"DoorNO" : 1
F1,

"id" : 1001

o)
efaulting to
Mon May 22 15:34:03 CST 2023
"jsonrpc" : "2.0",
"result" : {
"success" : true,
"msg" : "controller instructions execute successfully ok"
"code" : 1,
"ControllerSN" : 226000340
}
"id" : 1001

I

Mon May 22 15:34:03 CST 2023 226000340 RemoteOpenDoor OK.
Disconnected from the target VM, address: '127.0.0.1:23987', transport: 'socket'

5.0.4. post

{

"jsonrpc" : "2.0",
"method" :
"RemoteOpenDoor",
"params” : [{
"ControllerSN" :
226000340,
"DoorNO" : 1

1l

"id" : 1001

}

jsonrpc String "2.0" const
method String RemoteOpenDoor

params Arrays
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{

"jsonrpc" : "2.0",
"method" :
"RemoteOpenDoor",
"params” : [{
"ControllerSN" :

226000340,
"DoorNO" : 1
b
"id" : 1001
}
ControllerSN Number 22600340 Controller SN(9 digits)
DoorNO Number 1 range: 1,2,3,4
Can be used as a serial number
id Number 1001
[synchronous on return]
5.0.5. reply
{
"jsonrpc" : "2.0",
"result" : {

"success" : true,
"msg" : "controller instructions
execute successfully ok",

"code": 1,
"ControllerSN" : 226000340
}l
"id" : 1001
}
jsonrpc String "2.0" const
result Object
success Boolean true range: true, false
- "controller instructions execute
ms rin
& 8 successfully ok"
range: 0,1
code Number 1 =0 false
=1 true

ControllerSN Number 22600340 Controller SN(9 digits)
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{

"jsonrpc" : "2.0",

"result" : {

"success" : true,

"msg" : "controller instructions
execute successfully ok",
"code" : 1,

"ControllerSN" : 226000340
)

"id" : 1001

}

Can be used as a
serial number
[synchronous on

reply]

id Number 1001

6. Step5. Configure the Wiegand
Controller

run the program 001-WGConfig\001-WGConfig.exe

QP WG Config 6.315[2023-05-22]

2023-05-22 11:28:53 Search 1

1 Flease wait about 5§ seconds when searching _—

8l IP Configure X
/ 2 inportant: (firewall opens the follewing ports)
UDP PORT: 61005
Bemizveilics &) Y Recommend TCP PORT: 61005
TCP PORT: 61080 http service
TCP PORT: 61081 Websocket service
MAC Addr 00-37-00-78-7D-D4 .
TCP PORT: 1883 MOTT service
© Ensble DHCP
Sirifo I % | Data Server
() Statie i
TP Address 1001CloudServerEnglish Running ! U i 29353 10.0.1.12
UDP Server Port: 61005
Subnet Mask /

check UDF Server j—’— 3

heartbeat Cyele 30 %] second (Suggest 4-30 second) TCF Option

Gateway

(be zent immediately when there is a swipe or event

5
101(

Cancel

The operation 3 is checking whether 1001CloudServer is running. If it is not running, please run it.

After 5 operations, try Search again, should get the followed new configuration:


af://n331

D:\20230519webapi-English\1 X  + v

1001CloudServerEnglish V6.230518

STARTING...

2023-05-22 09:42:44 start formal operation...

UDP.Added new controller SN= 226000340 ('10.0.1.19', 60000) No. 1 [2023-05-22 11:41:56] from IPv4Address(type='UDP', hos
t='0.0.0.0', port=61005)

&8 WG Config 6.315[2023-05-22] —

2023-05-22 11:44:37 Search Configure

1 Flease wait shout 5 seconds when searching —

Sever IP is equal to PC IP DHCP

The controller and 1001CloudServer can communicate each other.

7. APPENDIX

7.1. java Demo Description

Directory: WEBAPI_JavaDemo]DK1.8_2024English\src

7.1.1. A. HTTP

WgWebapi.java Interface

1,2-Basic Function (RemoteOpen, QueryControllerStatus, AdjustTime)
http_TaRemoteOpenDoor.java
http_2aQueryControllerStatus.java
http_2bAdjustTime.java

3-DownloadRecords
http_3aDownloadRecords.java
http_3bRestoreTheDownloadedRecords.java
http_3cDownloadRecordsByTime.java
4-DoorControlMode NormalOpen
http_4aSetDoorControlModeAsControl.java
http_4bSetDoorControlIModeAsNormalOpen.java
http_4cGetDoorControlMode.java

5,6-Privilege

http_S5aUploadAllPrivileges10k.java
http_5bGetTotalOfPrivileges.java
http_5cAddEditOnePrivilege.java
http_5dDeletePrivilege.java
http_5dQueryPrivilege.java

http_6DownloadPrivileges.java
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7-Time Profiles and Holidays
http_7aUploadAllTimeProfilesTest10Unit.java
http_7cDownloadTimeProfiles.java
http_7dUploadHolidaysControl.java

11-QR Code

http_11_QRCode_CreateQRCode0Of12345678901.java
http_11_QRCode_EnableQRCodeTransparentTransmission.java
12-Elevator
http_12_Elevator_1bRemoteOpen_DirectReachToDesignatedFloor.java
http_12_Elevator_5aUploadAllPrivileges10k.java
http_12_Elevator_5cAddEditOnePrivilege.java
http_12_Elevator_5dAllowFloorsNormalOpen.java
http_13_Locker_5cAddEditOnePrivilege.java

15-Open Door By Six-Digit Pwd
http_15aEnableSixDigitPasswordAsCardNO.java
http_15bAuthorizeSixDigitPassword_ValidOnceOntheSameDay.java
999-Enable Function

http_999_2022UARTTransparentTransmission.java

7.1.2. B. Websocket

WebSocket.java Interface

websocketTestOnlLocalHost_RealtimeMonitoring.java
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